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THE PRINCIPLES OF
PERIMETER SECURITY

SBD



WHAT IS SECURITY BY DESIGN (SBD)?

‘Security by Design’ (SBD) is a concept in the 

protection of public spaces that promotes the idea 

that security is best achieved if addressed from the 

very beginning of the planning and design of a public 

space. There are 4 key principles of Security by 

Design Multifunctionality; Proportionality; Design 

Aesthetics; Stakeholder Cooperation. The concept of 

SBD is the guiding principle of the European 

Commission's 'Action Plan to Support the Protection 

of Public Spaces' and is also endorsed and applied by 

the SOAR ‘Strengthening the security and resilience 

of at-risk religious sites and communities 

‘programme.

Terrorist attacks and other malicious acts often 

target public spaces and other unguarded areas 

(soft targets), which include places of worship. POW 

are often easy targets because of their open nature 

and can therefore be high risk. 

Security by Design is a useful consideration for 

POW to enable finding the appropriate balance 

between the efficient protection of religious

institutions and people, while also maintaining the 

openness and attractiveness of places of worship.

WHY IS SBD

IMPORTANT FOR

PLACES OF

WORSHIP (POW)? 

KEY PRINCIPLES
OF SECURITY

BY DESIGN

multifunctionality

proportionality

design aesthetics

stakeholdder

co-opreation
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WHAT IS 

PERIMETER SECURITY?

Understanding how your perimeter security can lower the risk to your organization is critical to the reduction 

in crime and the safety of your staff and congregation. Having an effective level of security in your ‘first line 

of defence’ will enable offending behaviour to be detected, delayed and allow staff to react positively.

This document is intended to provide an understanding of the principles of perimeter security and introduce 

you to other advice documents currently available on the SOAR website. 

The perimeter of a building can refer to the whole area of ownership, usually marked by a fence or wall, or, in 

the case of urban properties, it could refer to the building walls themselves - especially where the building is 

immediately adjacent to the footpath or street.

THEREFORE, OUR DEFINITION OF A PERIMETER COVERS:

• The line demarcating the extent of a site/building/asset often using a physical barrier.

• Access points within the demarcation line providing means of entering/exiting for

people or vehicles.

In the case of high-risk buildings or large sites, sterile zones consist of two perimeter lines separated by an 

area of ground: the outer (attack side) perimeter is a sacrificial fence facilitating detection (usually via CCTV, 

alarms, and guards), and the inner (defended side) perimeter provides delay.

Source: Jacksons Fencing. (n.d.). Five pillars of physical data centre security.
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https://www.jacksons-security.co.uk/blog/five-pillars-of-data-centre-security
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THE 5 D’S 

OF PERIMETER SECURITY 

An integrated perimeter security plan is a crucial part of ensuring your site is safe from all sorts of attacks at 

all times. It’s useful to have an understanding of the theory supporting the principles of perimeter security. 

The 5 Ds of perimeter security (Deter, Detect, Deny, Delay, Defend) work on the ‘onion skin’ principle, 

whereby multiple layers of security work together to prevent access to your site’s assets, giving you the time 

and intelligence you need to respond effectively.

DETER

DENY

DELAY

DEFEND

DETECT



DETER
On the outermost perimeter, it is key to have in place some forms of 

visual deterrence, such as fencing, lighting, and signs. This can be an 

effective way to direct legitimate visitors to your reception area and 

detect potential intruders before they try to breach your site. Please 

consult the SOAR SBD Visual Deterrents publication for further 

information. 

DETECT
Being able to detect trespassers is vital. This can take the form of motion 

detectors, CCTV, staff surveillance or electronic surveillance methods 

which can sense – and record – any intrusion on your site. One of the 

best ways to keep informed about the area is to form a good relationship 

with neighbours. Please consult the SOAR SBD Visual Deterrents 

publication for further information.

DENY
This is all about denying entry to your site, or even its most sensitive 

areas, with access control solutions. From manned security gates to card 

swipe systems, you can manage who goes where on your premises. Most 

places of worship will have a simple system of locks and external gates 

to effect this. Please consult the SOAR SBD Gates/Doors and Windows 

Redevelopment Access publication for further information.

DELAY
A range of security solutions can be utilised around your perimeter to 

direct visitors or delay an attack, such as parking controls, road blockers, 

and interior barriers – all of which can slow down an intruder and offer 

valuable time to deal with the security breach. Please consult the SOAR 

Outer Area SBD Protection and Bollards publication for further 

information.

DEFEND
This is the final and innermost ring of security, which usually involves your 

staff or the police apprehending the intruder. Where incident 

management needs to take place in conjunction with other agencies, the 

SOAR website has a range of resources for most types of religious 

premises such as Incident Management Guide – Churches, Incident 

Management Guide – Mosques, and Incident Management 

Guide – Synagogues. 
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https://soarproject.eu/resource/sbd-visual-deterrents/

https://soarproject.eu/resource/sbd-visual-deterrents/

https://soarproject.eu/resource/sbd-gates-doors-and-windows-redevelopment-access/

https://soarproject.eu/resource/incident-management-guide-churches/
https://soarproject.eu/resource/incident-management-guide-mosques/

https://soarproject.eu/resource/incident-management-guide-synagogues/

https://soarproject.eu/resource/outer-area-sbd-protection-and-bollards/


RISK ASSESSMENTS AND

‘BUILDING IN’ SECURITY

Most people involved in the running of a place of worship will have immediate questions - they usually 

surround the following subjects:

• What are the core threats to my place of worship?

• How do I carry out my risk assessment process?

• What are the threats to mitigate against?

• What are the consequences of an attack?

• What are my vulnerabilities?

• What risks am I willing to accept?

• What actions can I take in my place of worship to secure my perimeter?

• Should I first try to secure the outer fence or devote more resources to the actual

building itself?

The advice documents contained within the SOAR project website will enable you to conduct a risk

assessment and also understand some of the specific measures you can take. 

VULNERABILITY

PREVENTTHREATS

RISK
ASSESSMENT
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https://soarproject.eu/resources/



THE CONCEPT OF

‘SECURED BY DESIGN’ (SBD)  

Ensuring that security measures are harmonically integrated into both the building and the urban 

environment is a key aspect of SBD. Applying SBD encourages architects and contractors to incorporate 

security measures seamlessly within the aesthetics of the building and urban landscape. What is needed

is a multi-layered, balanced approach that will enhance a building and its landscape while providing the 

adequate level of security.

Applying security measures to older places of worship will often reveal limitations to what can be done. 

For heritage properties there can be significant restrictions. Alterations to the property might be difficult

and require consent. However, a compromise can be reached through unchangeable elements of the 

property and its layout, or a need to devote relatively more resources towards physical barriers or 

operational measures. Please find further information here.
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https://soarproject.eu/wp-content/uploads/2022/04/SOAR-Format-Scoping-Paper-3-V1.pdf



‘Crime Prevention through Environmental Design’ is the theory which underpins or supports much of the SBD 

principles. It is a crime prevention theory focusing on tactical design and the effective use of the built 

environment, which when applied, reduces both crime and the fear of crime. The main objective of CPTED is 

to reduce/remove the opportunity for crime to occur in an environment and promote positive interaction 

with the space by legitimate users.

It features strongly in SBD principles since it is a preventative, pro-active model, and not a reactive one. The 

benefits of CPTED are optimal when the strategy is applied in the earliest possible stage of the design 

process before integral design decisions are set in stone. CPTED however, should not operate alone as the 

sole crime prevention method; and instead, should work in conjunction with other social, environmental, and 

community-based strategies. Please take a look at the SOAR Outer Area SBD Protection and Bollards 

publication. 

CRIME PREVENTION THROUGH

ENVIRONMENTAL DESIGN’ (CPTED)
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Source: Stockton. (n.d.). Crime Prevention Through Environmental Design (CPTED). 

https://soarproject.eu/wp-content/uploads/2022/04/SOAR-Format-Scoping-Paper-1-V4.pdf

https://risestockton.org/crime-prevention



Source: Paragon Architecture. (18 October 2021). Crime Prevention Through Environmental Design.
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Of course, perimeter security needs to be assessed and looked at in conjunction with other risks and 

security measures being considered to the building or site. At the same time, the completion of a risk 

assessment, and advice from an architect or experienced contractor, will provide solutions that contribute 

greatly to the security and safety of the organisation.

https://www.paragonarchitecture.com/crime-prevention-through-environmental-design/



STEPS TO BE TAKEN
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www.soarproject.eu

Consider where your primary perimeter is - in other words 

think about the place where your first security measures 

will be situated and ensure that there are good security 

and economic reasons for identifying this.

Identify which security measures will complement each 

other. How will they work together and enhance the way 

that you use the building? Ensure that any security 

measures exist to reduce the risks identified in your 

assessment.

Seek professional advice - this could be from an architect, 

a contractor with a proven track record, or the local police 

who may have an advice service in the area. Do not forget 

that some changes to buildings need local planning 

permission and may need a review of your fire prevention 

measures.

Consider reviewing your staff and volunteer operational 

procedures and train them to keep the premises and 

congregation safe.
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Access a risk assessment format that you and your 
management can use to assess the extent of risk that your 
organisation faces. Examples exist on the SOAR website or 
in the EU quick guide to support the protection of places of 
worship. 

https://home-affairs.ec.europa.eu/whats-new/publications/eu-quick-guide-support-protection-places-worship_en
https://soarproject.eu/resources/
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