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CYBERSECURITY &
DIGITALISATION OF
PLACES OF WORSHIP



Overview
For Places of Worship and religious buildings, the challenge regarding digital security and architecture is to 
protect your digital building data.  When you renovate your place of worship your building data is digital, in 
CAD or BIM (see below for definitions). In this data you can find all information about security exists, window 
and door materials and thus can plan easily on how to attack the PoW. This data is vital to keep it safe to 
avoid potential risks, but on the other side, it is imperative to share it with your security staff and 
maintenance. Ensuring your institution has a team in place to oversee and manage the digital technologies 
that keep your institution running, as pointed out in the above points, but also control key security access and 
control of your building is critical. Speak to your architect about the safety of the digital building data during 
and after the construction phase. 

DATA PROTECTION, PRIVACY 
AND RELIGIOUS BUILDINGS
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Sources: Jorge Pereira Campos, PhD, Erasum University Rotterdam, Data protection, privacy and religious buildings 
presentation 
https://proptechos.com/building-information-modeling/ 
https://esub.com/blog/what-is-cad-in-construction/ 

What is BIM & CAD? 
CAD, or Computer Aided Design, is software used by engineers, architects, designers or construction 
manager to create designs. These designs are precise drawings or illustrations of new buildings or plans and 
can be either two-dimensional or three-dimensional. This depends on the software, some software works 
entirely in 2D while others work in 3D and more translate it between the two. Engineers, architects, and such 
use software to design and draft buildings. CAD has been used for decades in construction and renovation 
of buildings. 

BIM – Building Information Model – is a digital representation of your building, BIM expands the capabilities 
of architects and engineers to design with three-dimensional models. It also allows them to portray the 
functionality of different building systems accurately. BIM is a more recent development over the last 
decades and use currently mainly in larger new constructions. Nevertheless, in the future it is likely that all 
construction processes will be designed using BIM. In BIM every item, such as a wall, a door and window has 
its information level . This means the information on the security standard is inside the BIM model and should 
be protected against outsiders with bad intentions.
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Digital Services Act - European Commission
In November 2022, a landmark set of new EU rules for a more safer and more accountable online 
environment enters into force with the Digital Services Act (DSA). It creates comprehensive new obligations 
for online platforms to reduce harms and counter risks online, introduces strong protections for users' rights 
online, and places digital platforms under a unique new transparency and accountability framework. 
Designed as a single, uniform set of rules for the EU, these rules will give users new protections and 
businesses legal certainty across the whole single market. The DSA is a first-of-a-kind regulatory toolbox 
globally and sets an international benchmark for a regulatory approach to online intermediaries. 

Sources: Digital solutions for the entire building lifecycle, siemens.com 
https://new.siemens.com/global/en/products/buildings/digital-building-lifecycle.html 
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_6906

https://www.jacksons-security.co.uk/blog/!ve-pillars-of-data-centre-security



WHAT IS SECURITY BY DESIGN (SBD)?

‘Security by Design’ (SBD) is a concept in the 
protection of public spaces that promotes the idea 
that security is best achieved if addressed from the 
very beginning of the planning and design of a public 
space. There are 4 key principles of Security by 
Design Multifunctionality; Proportionality; Design 
Aesthetics; Stakeholder Cooperation. The concept of 
SBD is the guiding principle of the European 
Commission's 'Action Plan to Support the Protection 
of Public Spaces' and is also endorsed and applied by 
the SOAR ‘Strengthening the security and resilience 
of at-risk religious sites and communities 
‘programme.

Terrorist attacks and other malicious acts often 
target public spaces and other unguarded areas 
(soft targets), which include places of worship. POW 
are often easy targets because of their open nature 
and can therefore be high risk. 

Security by Design is a useful consideration for 
POW to enable finding the appropriate balance 
between the efficient protection of religious
institutions and people, while also maintaining the 
openness and attractiveness of places of worship.

WHY IS SBD
IMPORTANT FOR
PLACES OF
WORSHIP (POW)? 

KEY PRINCIPLES
OF SECURITY

BY DESIGN

multifunctionality

proportionality

design aesthetics

stakeholdder
co-opreation
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OVERVIEW

The purpose of this document is to introduce the reader to the security issues which are involved in the 
increasing digitalisation of security and information systems in places of worship.

So, what do we mean by the term ‘digitalisation’ ?

In short, it is the control of a system, conversion of text, pictures, or sound into a digital form that can be 
processed by a computer, both ‘in house’ or remotely.

We are all familiar with the basic uses and capabilities of personal computers and laptops and most of us 
use them for a variety of purposes, not least the exchange of email, entertainment, internet searches and 
the storage of personal data.
But increasingly, places of worship are using digital systems to provide a platform for the management of 
finance and charitable donations, the storage of sensitive information, (such as the personal details of 
worshippers and pupils ) and for the operation of key systems that support physical security - such as access 
control systems and cameras.

When we refer to ‘cybersecurity’ we are talking about the range of security measures that we can take to 
ensure that our systems are not accessed, destroyed or compromised either by accident or more commonly 
by criminals and those hacking into systems for their own enjoyment.  

EU Network Dialogue on Digitalisation & Cybersecurity of Places of Worship, Brussels, Belgium on 29th November 2022 
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The first steps in understanding the extent of risks that might be faced by a place of worship is to under-
stand some of the consequences that might be foreseeable, given how digital equipment is used in the 
organisation and the information or data that is maintained or controlled.

Once we understand the scenarios that might affect us, we can then seek to include these risks into a risk 
assessment document that deals with the identification of risks that could apply to a faith organisation. The 
process is exactly the same - whilst we might walk around our premises to identify weak points on a door or a 
window, we should look at our digital systems in the same way and review the advice that is included at the 
end of this document. 

Here are some useful scenarios to consider:
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THE CONSEQUENCES OF 
SECURITY BREACHES AND HACKS

Identity Theft
Identity theft means that someone gains hold of your personal identity 
data and uses it to take out loans, commit crimes, or use your credit 
cards, all in your name. Sometimes enabled through the loss or theft of a 
digital device, such as a phone or laptop, or enabled through a response 
to an email or webpage.

Account Takeovers and Scams
Account takeovers happen when someone takes over your accounts 
either without your knowledge or with your consent by posing as a bank 
or law enforcement agency. According to recent research, around 51 
percent of accounts taken over are via social media, while another 32 
percent are through direct access to banking accounts.

Financial losses and loss of productivity
Especially in cases of Places of worship, cyberattacks and hackings can 
lose you money and take up huge amounts of staff and volunteer time to 
assess the damage and re-install accounts, passwords and reassure 
worshippers and those affected.

Loss of Reputation
For religious organisations, a data breach is bad for public relations and 
compromises the positions of committee members or management 
boards.

Loss of Worshippers and Supporters
You may also lose the confidence and support of the community if their 
data is exposed.

Lack of Privacy
Unlike monetary losses, data privacy is priceless, especially if that 
includes details of vulnerable people who could be placed in danger or 
attacked online themselves.
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20 ADVICE POINTS 
FOR GOOD SECURITY

Here is advice that applies to most systems present in places of worship and will serve as measures to put in 
place through your organisation’s procedures or staff training.

Keep software up to date
Software companies typically provide software updates for 3 reasons: to add new features, fix 
known bugs, and upgrade security.
Always update to the latest version of your software to protect yourself from new or existing 
security vulnerabilities. If you have physical security equipment (CCTV systems, Access Control etc) 
that is linked to the web, ask your installer or supplier for advice to keep that secure. 
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03

Avoid opening suspicious emails
If an email looks suspicious, don’t open it because it might be a phishing scam.
Someone might be impersonating another individual or company to gain access to your personal 
information. Sometimes the emails may also include attachments or links that can infect your 
devices.

Keep hardware up-to-date
Outdated computer hardware may not support the most recent software security upgrades. 
Additionally, old hardware makes it slower to respond to cyber-attacks if they happen. Make sure 
to use computer hardware that’s more up-to-date.

04
Use a secure file-sharing solution to encrypt data
If you regularly share confidential information, you absolutely need to start using a secure 
file-sharing solution. Regular email is not meant for exchanging sensitive documents, because if 
the emails are intercepted, unauthorized users will have access to your precious data.
On the other hand, using a secure file-sharing solution like TitanFile will automatically encrypt 
sensitive files so that you don’t have to worry about a data breach. Remember, your files are only 
as secure as the tools you chose to share them with.

05
Use anti-virus and anti-malware
As long as you’re connected to the web, it’s impossible to have complete and total protection from 
malware. However, you can significantly reduce your vulnerability by ensuring you have an 
anti-virus and at least one anti-malware installed on your computers.

06
Use a VPN to privatize your connections
For a more secure and privatized network, use a virtual private network (VPN). It’ll encrypt your 
connection and protect your private information, even from your internet service provider.

07
Check links before you click
Links can easily be disguised as something they’re not so it’s best to double check before you click 
on a hyperlink. On most browsers, you can see the target URL by hovering over the link. Do this to 
check links before you click on them.

https://soarproject.eu/resource/sbd-visual-deterrents/

https://soarproject.eu/resource/sbd-visual-deterrents/

https://soarproject.eu/resource/sbd-gates-doors-and-windows-redevelopment-access/

https://soarproject.eu/resource/outer-area-sbd-protection-and-bollards/

https://soarproject.eu/resource/incident-management-guide-churches/
https://soarproject.eu/resource/incident-management-guide-mosques/https://soarproject.eu/resource/incident-management-guide-synagogues/
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Don’t be lazy with your passwords!
Put more effort into creating your passwords. You can use a tool like howsecureismypassword.net 
to find out how secure your passwords are.
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Disable Bluetooth when you don’t need it
Devices can be hacked via Bluetooth and subsequently your private information can be stolen. If 
there’s no reason to have your Bluetooth on, turn it off!

Enable 2-Factor Authentication
Many platforms now allow you to enable 2-factor authentication to keep your accounts more 
secure. It’s another layer of protection that helps verify that it’s actually you who is accessing your 
account and not someone who’s unauthorized. Enable this security feature when you can.

11
Remove adware from your machines
Adware collects information about you to serve you more targeted ads. It’s best to rid your 
computer of all forms of adware to maintain your privacy. Use a product like AdwCleaner to clean 
adware and unwanted programs from your computer.

12
Double check for HTTPS on websites
When you’re on a website that isn’t using HTTPS, there’s no guarantee that the transfer of 
information between you and the site’s server is secure. Double-check that a site’s using HTTPS 
before you give away personal or private information.

13
Don’t store important information in non-secure places
When storing information online, you want to keep it in a location that can’t be accessed by 
unauthorized users.

14
Scan external storage devices for viruses
External storage devices are just as prone to malware as internal storage devices. If you connect 
an infected external device to your computer, the malware can spread. Always scan external 
devices for malware before accessing them.

15
Avoid using public networks
When you connect to a public network, you’re sharing the network with everyone who is also 
connected. Any information you send or retrieve on the network is vulnerable. Stay away from 
public networks or use a VPN when you’re connected to one.

https://soarproject.eu/resources/
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Avoid the “secure enough” mentality
Unless you’re completely isolated from the rest of the world, there’s no such thing as being “secure 
enough.” Big companies like Facebook invest a fortune into security every year but are still affected 
by cyber attacks.

16

17

18

Back up important data
Important data can be lost as a result of a security breach. To make sure you’re prepared to 
restore data once it’s lost, you should ensure your important information is backed up frequently 
on the cloud or a local storage device.

Train employees
The key to making cybersecurity work is to make sure your employees well trained, in sync, and 
consistently exercising security practices. Sometimes, one mistake from an improperly trained 
employee can cause an entire security system to crumble.

19
Use HTTPS on your website
Having an SSL certificate installed and HTTPS enabled on your website will help encrypt all 
information that travels between a visitor’s browser and your web server.

20
Consider employing a “White Hat” or ‘friendly’ hacker
Not all hackers are bad. Some hackers expose security risks for the sake of helping others improve 
their cybersecurity by keeping them aware of security flaws and patching them. These hackers are 
known as “white hat” hackers. It might benefit you to hire one to help you find risks you never knew 
you had.

TO SUMMARISE
• Understand your business and risks through the completion of a risk   
 assessment, both for physical and cyber security ( Link to SOAR risk   
 assessment format)

• Consider the advice above and make procedural changes where   
 necessary

• Build it into your day to day operations and train staff and volunteers!

https://soarproject.eu/wp-content/uploads/2022/04/SOAR-Format-Scoping-Paper-3-V1.pdf



www.soarproject.eu
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