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WHAT IS SECURITY BY DESIGN (SBD)?

‘Security by Design’ (SBD) is a concept in the 

protection of public spaces that promotes the idea 

that security is best achieved if addressed from the 

very beginning of the planning and design of a public 

space. 

There are 4 key principles of Security by Design- 

Multifunctionality; Proportionality; Design Aesthetics; 

Stakeholder Cooperation. 

The concept of SBD is the guiding principle of the 

European Commission's 'Action Plan to Support the 

Protection of Public Spaces' and is also endorsed and 

applied by the SOAR ‘Strengthening the security and 

resilience of at-risk religious sites and communities’ 

programme.

Terrorist attacks and other malicious acts often 

target public spaces and other unguarded areas 

(soft targets), which include places of worship. POW 

are often easy targets because of their open nature 

and can therefore be high risk. 

Security by Design is a useful consideration for POW 

to enable finding the appropriate balance between 

the efficient protection of religious institutions and 

people, while also maintaining the openness and 

attractiveness of places of worship. 

WHY IS SBD

IMPORTANT FOR

PLACES OF

WORSHIP (POW)? 

KEY PRINCIPLES
OF SECURITY

BY DESIGN

multifunctionality

proportionality

design aesthetics

stakeholdder

co-opreation
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TECHNICAL ASPECTS

OF SBD

CCTV
CCTV stands for "closed circuit television". It is a television system comprised of a camera or a set of cameras 

monitoring a specific protected area, with additional equipment used for viewing and/or storing the CCTV 

footage. The term itself originates from the fact that, as opposed to broadcast television, CCTV is usually a 

"closed" rather than "open" system with a limited number of viewers. 

CCTV technology has changed considerably in recent years. The Internet Of Things ‘IOT’ has moved into 

Wi-Fi doorbells and camera systems, these can be linked to your phone and tablet to alert you to any 

activation and view your place of worship in real-time.

1Source:
https://edps.europa.eu/data-protection/data-protection/glossary/c_en#cctv 
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THE IMPORTANCE 

OF RISK 

ASSESSMENTS

In every case, the application of security 

improvements should be based upon a risk 

assessment which will illustrate where the 

vulnerabilities exist in a building. Once risks have been 

calculated, the application of CCTV can be balanced 

with other measures such as door entry systems, 

lighting improvements and changes in landscaping or 

architecture.

REQUEST YOUR RISK ASSESSMENT

www.soarproject.eu/event-request/ 



CCTV SECURITY ADVICE

CCTV, together with appropriate signage, can provide a good deterrent to intruders. The CCTV system will 

be subject to the EUROPEAN DATA PROTECTION SUPERVISOR (EDPS) Guidelines on using video 

surveillance in public places. For more info: 

https://edps.europa.eu/data-protection/data-protection/reference-library/video-surveillance_en 

   Well-designed and selectively used video-surveillance systems are powerful tools for tackling security issues; 

badly designed systems merely generate a false sense of security while also intruding on individual privacy 

and infringing other fundamental rights.
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2Inspired by UK SBD Guidelines for CCTV. Source:
https://www.securedbydesign.com/media/attachments/2021/06/29/sbd-security-leaflet-commercial-cctv-hr.pdf 
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Following a building risk assessment, the commissioning of a CCTV System should be based upon the 

completion of an ‘operational requirement’ document which will determine the quality of image required, 

where cameras should be positioned,  and how they should be linked to access entry systems and IT 

equipment operated by staff and volunteers. 

CCTV cameras should provide images of appropriate quality and should be positioned in such a way that 

site lighting does not interfere with picture quality. The design of the CCTV System should be coordinated 

with the lighting system to ensure that the quality of lighting is sufficient to support it.

A CCTV System should be designed to cover vulnerable areas at relevant times, such as the need for 

infra-red technology to record night-time activity.

According to the EUROPEAN DATA PROTECTION SUPERVISOR (EDPS), cameras can and should be used 

intelligently and should only target specifically identified security problems thus minimising the gathering 

of irrelevant footage (data minimisation). This not only reduces intrusions into privacy but also helps to 

ensure a more targeted, and ultimately, more efficient, use of video-surveillance.
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Signage- Notices an be found in most EU institution buildings informing staff and visitors about the security 

cameras in place. These signs are mandatory because individuals affected by video-surveillance must be 

informed upon its installation about the monitoring, its purpose, and the length of time for which the footage 

is to be kept and by whom.

3Source: https://www.heute.at/s/maskierte-verueben-anschlag-auf-atib-moschee-in-wien-100187911?fbclid=IwAR37sjAPFDtiNfMsl0dNwiLR-fzfXBXJr8XX7EbQBrwv7VRBJwxrtUebgxE
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CCTV APPEARS TO CAPTURE VANDALS DAMAGING A MOSQUE IN AUSTRIA.3



If the CCTV system is intended for prosecution, it should have a recording and storage capability of 31 days, 

using a format that is acceptable to the local police for evidential purposes.

Although the installation of cameras might be justified for security purposes, the timely and automatic 

deletion of footage is essential. The EDPS requires all EU institutions to have clear policies regarding the use 

of video surveillance on their premises including on potential storage.

An example of a CCTV Policy template can be found here from the Church of England: 

https://www.churchofengland.org/resources/churchcare/advice-and-guidance-church-buildings/cctv 

To prevent police investigations from being hindered, ensure that there is a member of staff who knows how 

to operate the system is available at all times. 

Larger sites may benefit from an Automatic Number Plate Reader (ANPR) enhancement to the CCTV system. 

This is an effective way to manage vehicles coming onto site and monitoring any unauthorised vehicles that 

may attempt to enter.
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The CCTV cameras must be regularly maintained and cleaned to ensure that the quality of the images is not 

inhibited. This could be the removal of a spider’s web or ensuring that moisture is not infiltrating the camera 

so that remedial measures can be undertaken
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4Source: https://www.nortechcontrol.com/solutions/vehicle/vehicle-access-with-counting-using-anpr/ 

An example of ANPR Car Park Management.4
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