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WHAT IS SECURITY BY DESIGN (SBD)?
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KEY PRINCIPLES OF 
SECURITY BY DESIGN

‘Security by Design’ (SBD) is a concept in the 
protection of public spaces that promotes the idea 
that security is best achieved if addressed from the 
very beginning of the planning and design of a public 
space. 

There are 4 key principles of Security by Design- 
Multifunctionality; Proportionality; Design Aesthetics; 
Stakeholder Cooperation. 

The concept of SBD is the guiding principle of the 
European Commission's 'Action Plan to Support the 
Protection of Public Spaces' and is also endorsed and 
applied by the SOAR ‘Strengthening the security and 
resilience of at-risk religious sites and communities’ 
programme.

WHY IS SBD
IMPORTANT FOR
PLACES OF
WORSHIP (POW)? 
Terrorist attacks and other malicious acts often 
target public spaces and other unguarded areas 
(soft targets), which include places of worship. POW 
are often easy targets because of their open nature 
and can therefore be high risk. 

Security by Design is a useful consideration for POW 
to enable finding the appropriate balance between 
the efficient protection of religious institutions and 
people, while also maintaining the openness and 
attractiveness of places of worship. 

multifunctionality

proportionality

design aesthetics

stakeholdder
co-opreation



The Cathedral of Notre-Dame in Tournai, Belgium, is listed as a World Heritage site. 
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TECHNICAL ASPECTS OF SBD

Design Aesthetics 
Ensuring that security measures are harmonically integrated into both the building 
and the urban environment is a key aspect of SBD. Applying SBD encourages architects 
to incorporate security measures seamlessly within the aesthetics of the building and 
urban landscape. What is needed is a multi-layered, balanced approach that will 
enhance a building and its landscape while providing the adequate level of security 
required.

A significant concern when dealing with security for places of worship is that houses of 
worship are often ‘heritage’ sites. UNESCO defines two forms of heritage – cultural 
heritage and natural heritage. Cultural heritage includes monuments, memorials, 
architectural works, sculpture, painting, archaeology, and other features of value from 
the point of view of history, art, or science. It also includes groups of buildings and sites. 
Natural heritage includes environmental features such as areas of natural beauty, 
geological formations, and the habitats of threatened species of animals and plants. So, 
when considering the Protection of Places of Worship, it is also important to protect 
their cultural and natural heritage. 

Remember, any work carried out to historic/heritage buildings and sites may require 
consent from a local authority or other relevant authority. This includes temporary and/
or permanent security measures. In the case of a place of worship the appropriate 
ecclesiastical consent may also be required.
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TECHNICAL ASPECTS OF SBD
Applying security measures to older places of worship will often reveal limitations to what can be done. For 
heritage properties there will be significant restrictions. It will be much more difficult to make alterations to the 
property, and any alterations may require consent. There may be compromises to security through 
unchangeable elements of the property and its layout or a need to devote relatively more resources, in terms of 
physical barriers or operational measures, to provide appropriate security than would be the case for a new 
development. 

Therefore, any security considerations to a place of worship, especially a heritage building, must meet several 
design conditions3:

1. Minimal Intervention
Any changes to the heritage building/POW must cause as little impact to the building and its fabric as possible. 
Any work undertaken to improve security should not cause unnecessary disruption or damage during 
installation, maintenance, or eventual removal.

2. Necessity
Only the minimum amount of work necessary to achieve the stated objective should be undertaken and all the 
work should be justified and informed by a detailed risk assessment. 

Within this Risk Assessment the POW should consider: 

• Impact to life (e.g. violence, fire)
• Impact to property (e.g. theft or vandalism). In the case of heritage buildings not only could the impact be
higher than for other property (e.g. in terms of the extra difficulty to carry out repairs) but the damage or the
loss to the heritage itself should also be considered (e.g. a replaced stain-glass window in a church may look
similar but it is no longer an original).
• Impact to operations (e.g. the need to close a visitor attraction or services)
• Consequential impacts (e.g. the time and effort to handle the impact, the loss of visitors to an associated
attraction).

3. Reversibility
Any changes to historic fabric or a listed building should be reversible wherever possible.

4. Sensitivity

Security systems should be installed with due consideration to the overall appearance of the building as well as 
having the minimum impact on its fabric. Appropriate use should be made of existing features (such as voids, 
risers, old chimneys and ducts) to conceal wiring runs.

5. Appropriateness
The security adopted must be appropriate to the level of risk. For security measures every case is individual 
and there is undeniable benefit to seeking expert and preferably unbiased advice.

2Source: https://whc.unesco.org/en/list/1009 
3Source: https://www.buildingconservation.com/articles/security/security.htm
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TECHNICAL ASPECTS OF SBD
6. Coordination

It is important that the risk mitigation plan is designed in close cooperation with whoever is responsible for 
site facilities and operation and that all parties remain in dialogue to ensure maximum value is obtained 
from the (sometimes significant) resource investment required. It should always be borne in mind by the 
security planner that the aim of the exercise is not to overwhelm the place of worship or heritage building 
with security measures. The measures should support the use of the place of worship in a safe and secure 
way, rather than prevent this.

7. Compliance

The installation of security equipment, like all changes to listed buildings, must comply with all legal 
requirements, including listed budding consent, building standards, fire regulations and certification 
procedures.
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TECHNICAL ASPECTS OF SBD
Layering Security for existing buildings

The principle of layered security4 basically means not “putting all your eggs in one basket”. The idea is to 
spread the security features in an appropriate way. This means starting with the property boundary and 
considering each possible feature on the route to the most secure location. 

Security can be compared to the layers of an onion made up of a series of physical security measures, 
starting with a perimeter fence or barrier with controlled entry points. Each layer may be used in 
combination with electronic detection systems. This means that, after overcoming one layer, detection 
methods can prompt for a response to arrive while the next layer delays the criminal. 

Security provisions should be used in combination to achieve four things: 

Deterrence, Detection, Delay and Response. In many cases a solution will contribute to more than one of 
these. For example, a strong fence will deter a burglar and cause a delay gaining entry. It is the combination 
of these features that allows for a practical solution. Safes, for example, are manufactured with various 
levels of resistance to attack. Used on its own a very strong safe will be required but if an intruder alarm has 
already detected an intruder, they will have less time to attack the safe.

An Example of SBD Layering Security5

Bertelsen & Scheving Architects were approached to strengthen the security for The Great Synagogue in 
Copenhagen, Denmark. The Great Synagogue is the main synagogue of the Jewish community in 
Copenhagen. The synagogue is defined by its unique architecture around the Ark.

The Synagogue has been subject to 2 terrorist attacks- on 22 July 1985, the synagogue was struck by a 
bomb, and in another incident a shooting occurred outside the synagogue on 15 February 2015, killing a 
Jewish community member who had been providing security while also wounding two Danish Security and 
Intelligence Service police officers. 

4Source: https://www.bsia.co.uk/zappfiles/bsia-front/pdfs/188-security-of-heritage-property-guide.pdf
5Source: https://soarproject.eu/wp-content/uploads/2022/04/5_Hans-Scheving_Bertelsen-Scheving-Architects-29-03.pdf  
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• Narrow streets, historic urban texture, bikes parked everywhere.
• No distance, oversight or delay, close to public street, i.e. no way of securing and safemaking daily life

when terror risks are known.
• Small chances of Deter, Detect and Delay as part of counter terrorism strategy on site
• Not only exposed to potential terror attacks, but also to a number of other hate crimes.

What was needed was to ensure resilience and a good social life for the cultural centre, while also welcoming 
guests in a safe way. The architects had to create an overview in a complex and constrained space, 
addressing potential armed attacks while also adjusting use of access to create semi-open spaces.

They worked to provide security solutions that left the historic fabric towards the street untouched, thus 
maintaining the original close relationship between fence, open area behind and the synagogue building 
itself. The team did this by:

• Reinforcing the original steel and limestone fence.
• Creating new secured access points. A combined access point and means of shelter between the old

gate for carriages and the portico of the synagogue was created.
• Rearranged parking for bikes, and street furniture in the public street.

TECHNICAL ASPECTS OF SBD
Given that the Great Synagogue is a heritage building, there were a number of Security limitations:

Installed framed sheets of heavy-duty ballistic glass, set in a solid foundation. These were useful in 
maintaining the historic fabric of the building while creating both access and shelter. They also protect from 
drive-by-shooting attempts, throwing of stones, etc. Because of their strategic placement, the glass sheets 
stay free from touching the historic building and its fabric.

The design was a homage to The Tree of Life transposed from the synagogue’s old Tora rolls. So, while also 
offering various security benefits the glass sheets add to the cultural integrity of the synagogue. The framed 
sheets offer a safe place for intermissions during concerts, events, meetings, or for simply having a talk and a 
cup of coffee outdoors. Not only do they enhance the visual shelter for persons behind the glass elements, 
but they also emit a strong visual signal in case of fire or terror as part of prepared incident plans.



TECHNICAL ASPECTS OF SBD
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In conclusion, the Security by Design (SBD) project should:

• Establish the necessary level of security in relation to perceived threats from terror attacks, hate crimes, lack 
of resilience to the place of worship.

• Underpin and enrich cultural heritage and existing fabric wherever possible.
• Back social life and the character of the place of worship as integral part of strengthening the resilience for 

congregation and guests alike.
• Respect and co-work with the dignity of a place of worship, understanding the community life, while striving 

for the set target of security enhancement.
• Flow, user patterns and daily use must be taken into consideration from Day One.
• Carefully assess and juxtapose the proposed means of action – security related, functionally, culturally, 

aesthetically.



www.soarproject.eu

This project has received funding from the European Union's 
ISFP-2020-AG-Protect Programme under grant agreement No: 101034222.

Disclaimer: The content of this document represents the views of the author only and is his/her sole responsibility.
The European Commission does not accept any responsibility for use that may be made of the information it contains.




